
An overview of 24/7 alert monitoring and threat hunting services>>

A Trend Micro White Paper  |  September  2019

Trend Micro Managed XDR 
A Managed Detection and Response (MDR) Service

www.trendmicro.com


Page 2 of 10   |   Trend Micro White Paper  

Trend Micro Managed XDR

TABLE OF CONTENTS
INTRODUCTION .......................................................................................................................................................................  3

1. THREE KEY VALUES OF MANAGED DETECTION AND RESPONSE .........................................................................................  3

ADDRESSES EVOLVING THREAT LANDSCAPE WITH BETTER, CORRELATED DETECTION .....................................................  3

CUTTING THROUGH THE NOISE OF TOO MANY ALERTS AND OPERATIONAL INEFFICIENCIES ...........................................  5

BUDGET LIMITATIONS AND STAFFING DIFFICULTIES .........................................................................................................  5

2. THE MARKET FOR DETECTION AND RESPONSE ...................................................................................................................  6

ENDPOINT DETECTION AND RESPONSE (EDR) ..................................................................................................................  6

MANAGED DETECTION AND RESPONSE ............................................................................................................................  6

TREND MICRO XDR – MULTI-VECTOR DETECTION AND RESPONSE ...................................................................................  6

3. TREND MICRO MANAGED XDR ............................................................................................................................................  7

MANAGED DETECTION AND RESPONSE SERVICE ..............................................................................................................  7

A DETAILED VIEW OF TREND MICRO MANAGED XDR SERVICES AND FEATURES ...............................................................  8

ADDITIONAL SERVICE COMPONENTS ...............................................................................................................................  9

Onboarding Assistance .............................................................................................................................................  9

Service Reviews ........................................................................................................................................................  9

Service Locations ....................................................................................................................................................  10

CONCLUSION .........................................................................................................................................................................  10

www.trendmicro.com


Page 3 of 10   |   Trend Micro White Paper  

Trend Micro Managed XDR

INTRODUCTION 
As the threat landscape evolves, organizations have accepted the fact that they have to take a more proactive detection 
approach to advanced threats rather than relying on traditional defenses. As a result, customers have turned to detection 
and response tools that allow for proactive “hunting” for Indicators of Attack (IOA) and reactive “sweeping” for indicators 
of compromise (IoCs). Once found, those tools are used to automatically respond to attacks or to at least provide for an 
action from the Incident Response (IR) staff. Unfortunately, due to the number and complexity of both the attacks and the 
detection/response tools, organizations struggle to hire enough qualified staff to stay on top of threats. This is compounded 
by a worldwide cybersecurity skills shortage.

Managed detection and response (MDR) provides advanced threat hunting, detection, and response as a service to 
organizations that seek assistance for their own IR staff, or for those who wish to offload it altogether.

This white paper provides some details on the emerging MDR market and provides information on how Trend Micro MDR 
service can add value to any organization.

1. THREE KEY VALUES OF MANAGED DETECTION AND RESPONSE 
ADDRESSES EVOLVING THREAT LANDSCAPE WITH BETTER, CORRELATED DETECTION

Today’s threats are becoming more sophisticated and are evolving faster to bypass existing security solutions currently in 
place. These new threats take the shape of targeted attacks, multi-stage attacks, ransomware, cryptocurrency mining, and 
fileless malware, among others. For example, fileless malware is designed to leverage existing applications in the form of 
scripts and code injections. Since this malware arrives in a script or line of code, it only exists in memory and isn’t written to—
or read from—a disk, which is what most endpoint security products do. It can only be detected when it runs. It is difficult 
for enterprises to keep abreast of this shifting threat landscape and to ensure they are protected. Traditional signature-based 
antivirus approaches alone are a weak defense against ransomware, targeted attacks, and unknown threats. Many security 
vendors offer unique ways of addressing new advanced threats, but it’s difficult for enterprises to evaluate, trial, integrate so 
many different solutions and know that they have the coverage needed.

76% of organizations find TDR more difficult today due to sophisticated threats,  
increasing workloads, and growing attack surface

ESG Research: Threat Detection & Response Survey Final Results, January 2019

Advanced threat detection tools such as endpoint detection and response (EDR) and network threat detection are effective 
methods for detecting, investigating, and responding to attacks. Organizations have started to embrace these additional security 
controls in the hope to improve detection and expedite response. According to an ESG survey, the majority of respondent 
organizations have seen value in deploying additional controls that incorporate protection from more than one source.
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The top reasons given for deploying additional controls seem to be grounded in a need for more advanced telemetry from 
endpoints to gather event data for analysis as well as the recognition that sophisticated attacks cannot be detected by 
traditional AV alone. Traditional endpoint security solutions can prevent, detect, and respond to malicious activity but can 
only do so in real time. EDR, on the other hand, records file, network, and process and system level activities (telemetry) so 
that security investigators can “replay” the event leading up to the malicious activity being discovered. A good metaphor to 
describe EDR: Traditional endpoint security is like the bars on the window and the alarm system that goes off when an event 
occurs, chasing intruders off of the property.  EDR allows the security personnel to rewind the security tapes to see how they 
managed to bypass the metal bars, exactly what they did while inside, and how to ensure no intruder is still present.  

The motivations and benefits for EDR can vary, with both reactive and proactive reasoning as the driving force for adoption 
or even interest in the technology—security incidents are often a catalyst for change, but use cases show that it is not the 
primary reason. In the same ESG survey, over 75 percent of respondents achieved measurable benefits after deploying EDR.

www.trendmicro.com


Page 5 of 10   |   Trend Micro White Paper  

Trend Micro Managed XDR

CUTTING THROUGH THE NOISE OF TOO MANY ALERTS AND OPERATIONAL INEFFICIENCIES

When it comes to security, some of the greatest challenges revolve around operational inefficiencies. One such challenge 
is being able to efficiently respond to the number of detections. Network sensors, as well as endpoint and other security 
tools, generate numerous gray alerts that have to be analyzed to determine if a further follow-up is required or whether an 
insignificant-seeming alert from one system correlated with other alerts and events can be identified as malicious. Incident 
response staff have to balance the severity of security alerts with other priorities, especially when there may not be a 
dedicated incident response or security staff. Often, incidents are overlooked. Organizations can use detection and response 
tools to investigate these alerts, however, that can be time consuming and difficult to handle without the right expertise. 

According to a survey done by ESG, when asked what posed the most significant endpoint security challenge, 23 percent 
of respondents point out that re-imaging infected endpoints is one major operational inefficiency impeding end-user 
productivity and creating additional work for helpdesks. Twenty five percent of respondents (which were within the midsize 
and enterprise range) say that their IT/security teams often spend excessive time investigating incident alerts, many of which 
turn out to be false alarms.1 Sometimes, however, seemingly insignificant events when correlated with other events, may 
form part of a bigger picture threat. With too many grey alerts comes the risk of alert-fatigue. The more grey alerts, the 
more alert fatigue, resulting in important information being missed or overlooked. IT teams worry that their detection and 
prevention capabilities have not kept pace with the growing diversity and complexity of today’s constantly-evolving cyber 
threats especially with new threats like multi-stage and living-off-the-land attacks.

BUDGET LIMITATIONS AND STAFFING DIFFICULTIES

Many organizations have or are considering building a detection and response program, usually by deploying EDR tools. 
Detection and response, requires specialized skills to maximize the value of technology with malware analysis, forensics, 
security analytics, etc. These skill sets are not always readily available and can’t be easily trained because cyber skills cover a 
wide range of disciplines. They are also expensive and in high demand, which means that not every organization can afford 
to have in-house staff that can really get the best results from these EDR tools. Some organizations have built-out incident 
response or security operations teams but don’t have the budget to staff these beyond standard work hours and work days.

83% of organizations agree or strongly agree that using EDR effectively demands advanced security analytic skills 

ESG Research: Threat Detection & Response Survey Final Results, January 2019

The worldwide cybersecurity skills shortage puts even more pressure on incident response (IR) teams. A lack of qualified 
candidates to fill these positions means that even if an organization could justify the full-time staff, it is difficult to find them. 
Despite its urgent and ever-growing importance, the cybersecurity industry is projecting a staffing shortage of 1.8 million 
unfilled jobs globally by 2022.2 It is also expected that this labor shortage will persist in the years to come. According to 
Gartner, forty percent of midsize enterprises (MSEs) don’t have a cybersecurity expert in their organization. A labor shortage 
for security professionals will prevent MSEs from filling this talent gap for at least three years.3

Budgetary limitations, coupled with the limited number of available skilled security professionals, create an impediment for 
midsize enterprises when it comes to maintaining an adequate security posture. Organizations often make tactical security 
decisions that rely on technology products with less regard for the processes and people aspect of their envisioned security 
posture. According to Gartner, among the popular use cases for organizations to consider managed security services include: 
Delivering 24/7 security monitoring when there is not enough staff to accomplish this internally (a minimum of eight to 12 
dedicated security analysts are required for 24/7 monitoring).4 This is an unrealistic goal for most. For midsized enterprises, 
the imperative is to achieve an effective security control posture, ensure compliance, and close known security gaps. For this, 
they increasingly look to outsource services in order to reduce operational costs and overcome staffing challenges.

1 ESG Master Survey Results, The Evolution of Endpoint Security Controls and Suites, November 2017 
2 (ISC) Blog. Cybersecurity Workforce Shortage Projected at 1.8 Million by 2022. CSO Online. February 15. 2017. https://blog.isc2.org/isc2_blog/2017/02/cybersecurity-workforce-gap.html 
3 Gartner. Midsize Enterprise Playlist: Security Actions That Scale. Wynne, Neil and James Browning. 2018. May 10. (p.1) 
4 Gartner. Midsize Enterprise Playlist: Security Actions That Scale. Wynne, Neil and James Browning. 2018. May 10. (p.9)
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2. THE MARKET FOR DETECTION AND RESPONSE 
ENDPOINT DETECTION AND RESPONSE (EDR) 

EDR adoption is connected to the need to increase detection of different threats and attack types while responding to them 
in a timely and effective manner. Standalone EDR vendors have successfully convinced the market that threat hunting is the 
only effective way to detect and remediate advanced threats. Investments in EDR have grown substantially because of this, 
but unfortunately EDR is often being adopted without the skills available. Security professionals have realized that detection 
and response is not only about technology but also about required expertise. Technology was only part of the answer to the 
overarching situation. Endpoint security as a service (SECaaS), along with managed endpoint security services like managed 
detection and response (MDR), offers organizations a level of flexibility without sacrificing the expertise required or without 
ignoring budgets. These services also provide the operational efficiencies that come along with a cloud-based platform. 

MANAGED DETECTION AND RESPONSE

Before MDR, the traditional managed security services belonged to either managed change control, managed alerting, or 
managed escalations, and is now expanded to include two more categories; managed detection and managed response. 
Managed detection provides advanced detection, investigation, and response services to find and stop advanced threats.  
It uses analytics and threat intelligence on a client’s behalf to discover malicious behavior before signatures are available. 
Managed response allows the provider to take adequate action—by means of pre-approved steps—to respond to an intrusion 
and try to defend against the attacker and prevent further damage. These steps can be customized by attack type, asset, user, 
etc. MDR uses network detection appliances such as Trend Micro™ Deep Discovery™ solution, as well as endpoint security tools. 

Managed Detection and Response (MDR) is available from managed security service providers (MSSPs), EDR technology 
vendors, and dedicated MDR providers. MDR services allows organizations to add 24/7 threat monitoring detection and 
response capabilities to their security posture, in many cases at a much lower cost than building a full 24/7 SOC. Organizations 
can single out situations in which the provider prompts their action, allowing them to refocus on their core business.

Enterprises look to MDR to improve their ability to detect and respond to threats, which is a necessary part of an effective 
security strategy. It is a dynamic market because demand from midsize enterprises has been particularly strong and MDR is seen 
as a great fit offering more than simply outsourcing items, such as security-event monitoring, to an MSSP.

Customers have a choice of a wide range of managed services. MSSPs are different from MDR providers in that they offer monitoring 
and outsourced security management, including firewalls and IPS and various vendors. MSSPs focus on technology and the management 
of it, while MDR provides a specific service centered around advanced threat management. In the past few years, MSSPs failed to adapt 
services to actual customer needs by overemphasizing monitoring services to the detriment of customized and detailed threat response. 
The struggle for customers is less about alerting, but more about responses to the threats. “Response” seems to be the defining element 
and benefit of MDR services with many customers stating that they want more comprehensive threat detection and response services. 

The number of MDR vendors is increasing and MSSPs are adding MDR services to their portfolios to compete against MDR providers. 
Gartner predicts that, by 2024, 25 percent of organizations will be using MDR services, up from less than 5 percent today.5

A critical component with MDR services is the increase of advanced analytics designed to leverage big data sets for detection 
and analysis. As these capabilities mature—and not every (effective) threat detection requires advanced analytics—this might 
also factor into buying decisions.

TREND MICRO XDR - MULTI-VECTOR DETECTION AND RESPONSE

IT and security teams worry that their detection capabilities have not kept pace with the growing diversity and complexity 
of today’s constantly-evolving cyber threats—especially with new threats like multi-stage and living-off-the-land attacks. 
They are also recognizing the limitation with EDR, as it only looks at the endpoints which limits the scope of threats that can 
be detected—and if something is detected—limits the view of who and what is impacted and how best to respond. XDR has 
emerged as a means to extend detection and response beyond the endpoint to consider and consolidate additional security 
vectors, whether that be email, servers, cloud workloads, or network. This enables teams to have more insightful investigations 
because they are connecting more dots in a single view. With more context, events that seem benign on their own suddenly 
become meaningful indicators of compromise, allowing analysts to detect threats earlier.

5  Gartner, Market Guide for Managed Detection and Response Services,  
Toby Bussa, Kelly Kavanagh, Sid Deshpande, Craig Lawson, Pete Shoard, 15 July 2019 
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3. TREND MICRO MDR  
MANAGED DETECTION AND RESPONSE SERVICE 

Trend Micro Managed Detection and Response (MDR) is a service that provides detection and response services on behalf 
of its customers. It monitors customer network, server, email, and endpoint data (24/7), and using advanced analytics 
and artificial intelligence (AI) techniques to correlate and prioritize alerts according to severity. Customers have access 
to the MDR experts who, along with the institutional collective knowledge of the security vendor, can provide actionable 
remediation plans and guidance. Trend Micro experts perform a root cause analysis to get an understanding of how attacks 
are initiated, how far they spread, and what remediation steps need to be taken. 

Customers can choose to monitor endpoint, network, email, or server security products:

•  Endpoints with Trend Micro Apex One™ and Trend Micro Apex One™ Endpoint Sensor record system behaviors and 
activity. Metadata on this, along with alerts and detections, are sent to the Trend Micro MDR service.

•  Networks equipped with Trend Micro™ Deep Discovery Inspector™ provide advanced network detection across over 
100 protocols and all network ports. The MDR service collects network data from Deep Discovery Inspector as well as 
detections and alerts.

•  Servers protected by Trend Micro™ Deep Security™, send log information to the MDR service so that Trend Micro 
analysts can perform detection and response services.

•  Email protected by Trend Micro Cloud App Security can also subscribe to Managed XDR for messaging, allowing Trend Micro 
staff to extend root cause analysis and sweeping back to Microsoft® Office 365® and Gmail for a proactive response.

While Trend Micro offers individual services for the above, the true strength of the service is the ability to correlate alerts and 
data from multiple technologies for better detection. Detection improves with the number of threat vectors served.

The service can correlate and prioritize contextual threat information from multiple sources and deliver an automated 
response. This will be done with the help of three specific enhancements:

•  AI-augmented detection and correlation of high-risk threats

•  Automated prioritization of threat information across user endpoints, networks, email, and servers

•  Orchestration and response automation

When the MDR service detects a threat, Trend Micro MDR analysts immediately work to ensure that the organization is 
protected with updated threat information. An IoC sweep then determines the impact of the attack. Once the scope is known, 
Trend Micro analysts preform a root cause analysis to determine the source and spread of the attack. Customers are advised of 
remediation that may need to occur. Throughout this process Trend Micro is in constant communication with the customer.

Figure: Trend Micro Managed Detection and Response
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A DETAILED VIEW OF TREND MICRO MANAGED XDR SERVICES AND FEATURES 

The Trend Micro MDR service package provides onboarding support, 24/7 alert monitoring, alert prioritization and 
investigation, and threat hunting services. Trend Micro MDR will monitor customer’s environments and coordinate required 
action in the event of an incident. 

Trend offers Standard and Advanced MDR services across endpoint, servers, networks, and email. The difference between 
the levels of service is that standard is solely focused on advanced detection through the correlation service and threat 
hunting services, while the advanced level offers deeper hands-on investigation and response by Trend Micro professionals.

Endpoints Network Cloud Workloads Messaging

Available for Trend Micro Apex One™ 
and Endpoint Sensor*

Trend Micro Deep 
Discovery Inspector

Trend Micro™ 
Deep Security™ 

Trend Micro™ Cloud App 
Security for Office 365

Std. Adv. Std. Adv. Std. Adv. Std. Adv.
Detection

24/7 critical 
alerting and 
monitoring

MDR team will continuously monitor the logs for new critical 
alerts, investigate via automated or manual means, and 
deliver details on the threat. You can define the escalation 
path for the MDR team based on critical assets and other 
criteria.

IOC sweeping
The MDR team will sweep your environment’s metadata stores 
for newly identified IoCs, including those shared via US-CERT 
and other third-party disclosures that Trend Micro receives.

Root cause 
analysis

Using the endpoint data, the MDR team will generate a root 
cause analysis, which shows the attack vector (email, web, 
USB, etc.), dwell time, and the spread and impact of the attack.

Threat source 
identification

If a customer is using containers, the MDR team can help 
identify the container with the discovered threat.

Investigation

Incident 
prioritization

Using threat knowledge and customer shared environment data, 
the MDR team will help to prioritize which alerts or threats need to 
be handled first. The team escalates threats to specific high-value 
endpoints as requested by the customer.

Impact analysis

A new threat/IoC in a customer’s environment is checked 
against the metadata stores to assess if that file is on any 
other protected system and what other systems may be 
compromised. 

Suspicious User 
Activity Tracking

Investigate unusual user account activity that could signify a 
compromised account, such as spamming: sudden and large 
volume of outbound emails.

Container 
identification

Identify what container a specific attack originated from and/
or what container(s) was targeted.

On-demand 
health check

Customers can request an aggressive endpoint scan, which 
uses the latest threat intel to scan for potential threats. This 
in-depth process is invasive, scans the endpoints themselves, 
and can affect their performance during the scan.

Response
Access to MDR 
analysts

Customers will be able to speak to the MDR security analysts 
for further details or clarification beyond the report.

Threat response

To the best of their ability, the MDR team will provide detailed 
remediation options and, as applicable, custom cleanup tools 
to help recover from the threat. This includes, for messaging, 
the ability to lock out compromised accounts and remove 
IoC-matched emails.

Executive summary 
report – monthly

The MDR team will provide an executive summary outlining 
the services provided over the specific time period, including 
IoC sweeps completed, alerts handled, etc.

Executive summary 
report – quarterly

The MDR team will provide an executive summary outlining 
the services provided over the specific time period, including 
IoC sweeps completed, alerts handled, etc.

* SaaS version of Endpoint Sensor supports Microsoft® Windows® and Linux® servers.
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ADDITIONAL SERVICE COMPONENTS 

Customers can opt for the Managed XDR service at any point whether they are currently using a Trend Micro deployment or 
are completely new to Trend Micro’s offerings. During the onboarding phase, customers receive practical remote support 
assuming they have completed deployment of their Trend Micro product.

Onboarding Assistance

During onboarding, Trend Micro will ensure that the customer’s products are properly integrated and configured for MDR 
services. This means ensuring that each product is connected to the MDR service, configuring the servers and deploying 
agents as required, and having all MDR components integrated with Trend Micro Apex Central™. For an endpoint to be in 
scope for MDR services, it must have the Apex One agent installed on it, and be able to connect to both the Apex One server 
and the internet.

•  Trend Micro will collaborate with customers to ensure proper connecting of the customer’s environment to the Trend 
Micro security operation centers for remote services such as event monitoring, investigation, and response. This also 
includes assistance in creating a transition plan for onboarding existing Trend Micro solutions. 

•  Any configuration changes in these environments are made by the customer.

•  For full deployment support, customers can also purchase professional services.

SERVICE REVIEWS

Upon customer request, Trend Micro provides an opportunity for a formal service performance review at least once per 
month. In this review service, the customer is walked through performance, significant events and incidents, faults and cases, 
change requests and execution, and recommendations. In most cases this will be conducted via web conference.

SERVICE-LEVEL OBJECTIVES (SLOs)

Consistent with the MDR industry, Trend Micro does not offer service-level agreements, however Trend Micro can offer 
service-level objectives, summarized as follows:

•  When a critical event is triggered, Trend Micro MDR operations will notify customer that they are investigating  
a potential incident within one hour of the critical event time. 

•  Once a critical event case is open, the customer is provided with an update, with at least one update being  
provided per 24 hours.

•  Monthly/Quarterly reports (as listed in service description) will be produced and sent to customer within  
10 business days of first day of each month/quarter.

•  Customers will be contacted within 72 hours of order processing with initial information to schedule  
onboarding planning call. 

•  Customer onboarding to Service Platform will start within 10 business days from acceptance of the order  
unless customer scheduling does not allow for that timeline. 

•  As per request, Trend Micro will provide available time slots for a service review within 48 hours of receipt  
of email. The meeting should occur with 15 business days of the customer meeting request.

www.trendmicro.com


Page 10 of  10   |   Trend Micro White Paper  

Trend Micro Managed XDR

© 2019 by Trend Micro Incorporated. All rights reserved. Trend Micro, and the Trend Micro t-ball logo, Apex One(TM), and Trend Micro Control Manager are trademarks or registered trademarks of Trend Micro Incorporated. 
All other company and/or product names may be trademarks or registered trademarks of their owners. Information contained in this document is subject to change without notice. [WP01_MDR_Whitepaper_190918US]

TREND MICRO INC.

U.S. toll free: +1 800.228.5651
phone: +1 408.257.1500
fax: +1408.257.2003

Trend Micro Incorporated is a pioneer in secure content and threat management. Founded 
in 1988, Trend Micro provides individuals and organizations of all sizes with award-winning 
security software, hardware and services. With headquarters in Tokyo and operations 
in more than 30 countries, Trend Micro solutions are sold  through corporate and value-
added resellers and service providers worldwide. For additional information and evaluation 
copies of Trend Micro products and services, visit our Web site at www.trendmicro.com.

CONCLUSION 
Managed Detection and Response has emerged recently, as many customers recognize the need to have an added layer of 
correlated detection without the additional burden of systems and personnel to detect, investigate, and respond. The current 
cybersecurity skills shortage and increasing number of “grey” alerts has created an environment in which MDR makes sense 
for many organizations. In addition, customers may require MDR services to augment their current detection and response 
practice by adding 24/7 monitoring or as an extra set of “eyes” to ensure better detection.

Although MDR has many benefits, an often overlooked (and important) benefit lies in its ability to provide better overall 
detection for customers who subscribe to the service on more than one threat vector; as MDR for endpoint, server, cloud 
workloads, network, and email will detect more than just a standalone MDR for endpoints. This is the advantage of Trend 
Micro Managed XDR. 

For details about what personal information we collect and why, please see our Privacy Notice on our website at:  
https://www.trendmicro.com/privacy

Service Locations

Trend Micro offers its Managed XDR service globally with MDR security operation centers (SOCs) worldwide. To ensure 
customer data remains in a region, we have created MDR nodes; systems where customers’ information is stored and 
deployed worldwide. During onboarding, the MDR team will help the customer choose which node they will use and 
configure the products to point to a specific node. While different SOC locations may perform MDR services for a customer 
depending on the time of day, the MDR node where the data is stored remains the same.
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